Data breaches are becoming a norm in modern life. Every year it seems that bigger and bigger attacks are launched, and more and more individuals are harmed. The law has responded by increasing states' ability to prosecute cybercriminals. A glaring hole exists in this protection though. The state is largely an unharmed party. The real harm is done to individual citizens affected by the breaches. Their data is compromised, their identities are stolen, and their livelihoods are placed at risk. This Article will analyze the issue and propose a solution for increased consumer protection in addition to the current criminal punishments.
INTRODUCTION
Consumers increasingly transmit financial and personally identifiable information online to government, banking, and private corporations (collectively "business"). 1 Depending on the online transaction, consumers will often electronically transmit their personal demographic information. 2 If engaging in a commercial transaction, the consumer will * Justin Dion is a Professor of Legal Skills and Director of Bar Admissions Program at Western New England University School of Law.
† Nicholas Smith is a third-year law student and a Note Editor for the Western New England Law Review. 2. See Boer Deng, People Identified Through Credit-Card Use Alone, DICTYNNA'S NET (Feb. 23, 2015, 5:58 PM), http://dictynnasnet.blogspot.com/2015/02/people-identified-throughcredit-card.html [https://perma.cc/LD3J-LRLG] (reporting on a study finding that identifying information could be found in credit-card metadata); see also Tyler v. Michaels Stores, Inc., human processing efficiencies and costs. 8 Although the increased transmission of online data has allowed businesses to improve efficiency and profitability, the massive amounts of personal and financial data transmitted and stored by businesses have created significant opportunities for data thieves. 9 Those able to illegally acquire and monetize consumer data are then able to commit crimes using this data, without a physical weapon or presence and often across state or national geographical borders. Accordingly, these crimes are very low risk to commit, as local and state law enforcement often lack the technological tools needed to identify the suspects. Further, even if the suspects and their location were identified, lack of resources and jurisdictional restrictions often prevent prosecution. 10 Although the Federal Bureau of Investigation and the United States Secret Service have tools and resources more capable of identifying and prosecuting cyber-criminals, the amount stolen from an individual is often too small to trigger a federal investigation. 11 Improper data storage and the resulting data theft have exposed enormous amounts of consumer data to unintended third parties, ultimately resulting in billions of dollars in losses. 12 In addition to the recent Equifax breach, significant personal data has also been stolen from Yahoo (three billion accounts were compromised in a 2013 attack), 13 eBay (145 million accounts were compromised in 2014), 14 [https://perma.cc/ 3MW2-UGA8] ("By 2021, e-commerce sales globally are estimated to reach $4.8 trillion. For a frame of reference, in 2017, Amazon delivered over 5 billion packages just for Prime members. In a word, e-commerce is a massive enterprise and it's only getting larger.").
10. See Nick Selby, Local Police Don't Go After Most Cybercriminals. We Need Better Training, WASH. POST (Apr. 21, 2017), https://www.washingtonpost.com/posteverything/wp/ 2017/04/21/local-police-dont-go-after-most-cybercriminals-we-need-better-training/ ?noredirect=on&utm_term=.6ac96f3c91e6. 14. Andrea Peterson, eBay Asks 145 Million Users to Change Passwords After Data Breach, WASH. POST (May 21, 2014), https://www.washingtonpost.com/news/the-(seventy-six million household accounts and seven million small business accounts were compromised in 2014) , 15 and Anthem Blue Cross Blue Shield (up to eighty million records were compromised). 16 Based on the demand for increased online transactions, from both consumers demanding convenience and business entities pursuing economic efficiencies, the growth of online data transmission is predicted to continue for many years. 17 Accordingly, so too will the occurrences of data theft. 18 Based on the scope of information obtained by businesses in online transactions, it is not surprising that when a data breach occurs, the resulting theft can have devastating and long-lasting consequences for the consumer victim. 19 Unchecked data theft poses a risk to the trust and integrity of the entire online financial system. 20 are engaging in complex identity fraud schemes that are leaving record numbers of victims in their wake. . . . In 2017, there were 16.7 million victims of identity fraud, a record high that followed a previous record the year before."). "The amount stolen hit $16.8 billion last year as 30 percent of U.S. consumers were notified [of their] exposure to a data breach last year, an increase of 12 percent from 2016. For the first time, more Social Security numbers were exposed than credit card numbers." Facts + Statistics: Identity 131, 131 (2004) .
The majority of [identity theft victims] expressed an increase in maladaptive psychological and somatic symptoms post victimization. Results on the BSI indicated that identity theft victims with unresolved cases, in contrast to those with resolved cases, were more likely to have clinically elevated scores when compared with a normative sample. Relatively similar coping mechanisms were utilized both expansion of current and creation of new federal and state laws that will empower consumers to have a cause of action and directly hold businesses accountable for damages (including the psychological harm associated with data theft) for improper storage of data and data theft. This would be achieved by: (i) leveraging and expanding existing state consumer protection laws; (ii) more freely utilizing common law remedies (such as fraud, negligent infliction of emotional distress, and breach of contract); (iii) expanding the FTC to include a private cause of action; and (iv) modifying federal laws to better empower consumers (such as EFTA and Regulation-E) or enacting new legislation that requires the holder of consumer personal data to safely store, transmit, and destroy all data in a manner reasonably consistent with industry standards, of which consumers will have a specific cause of action in which they can sue for damages individually or as part of a class action, if a violation thereof occurs. This will incentivize business entities to significantly improve data security, which, in turn, will reduce data theft-related crimes. This Article will analyze data breaches and identity theft, address existing laws and their flaws, and finally propose a solution. Part I will seek to identify the separate, although related, issues of data breach and identity theft. It will define key terms and seek to explain how data is stolen and how criminals use that data to commit identity theft. Part II will explore current laws and remedies as they relate to privacy and data protection. It will seek to draw parallels between current federal, state, and international laws. Part III will propose a way forward, focusing specifically on what is lacking in current legal solutions and proposing a more appropriate legal remedy drawn from consumer protection laws.
I. DATA BREACH AND IDENTITY THEFT-IDENTIFYING TWO DISTINCT PROBLEMS
This Part of the Article seeks to provide an overview of how data breaches occur and how thieves illegally monetize stolen data. It will explore several important definitions to establish a background for readers on data, breaches, damages, and the internet. It will also explain how hackers use a hidden part of the internet to buy and sell personal information. across victims. The results from this study suggest that victims of identity theft do have increased psychological and physical distress, and for those whose cases remain unresolved, distress is maintained over time.
Id.

A. Defining Data
Often confused for one another, "data breach" 21 and "identity theft" 22 are terms that, although interrelated, are distinct. 23 In terms of our discussion regarding data breaches, this Article defines "data" broadly, representing any electronic transmissions which could be used individually or collectively to identify information regarding the status of a person's identity, finances, healthcare, education, or any other information in which there is a reasonable expectation that it will be kept private and not be publicly disclosed or shared with any unrelated third party. In turn, "data breach" means "the loss, theft, or other unauthorized access, other than those incidental to the scope of employment, to data containing sensitive personal information, in electronic or printed form, that results in the potential compromise of the confidentiality or integrity of the data." 24 Data breaches can originate from many sources and with varying degrees of malicious intent. Common examples include:
• Co-workers unintentionally including an attachment containing personal data to an email. • Due to outdated software by a medical billing office, medical records are accessed by a hacker. • Bank employees send unencrypted emails containing customers' financial data. • An employee unintentionally opens a file containing malware, which in turn transmits client data to a third-party criminal. • An attorney opens a file at home using their unsecure personal computer. • A data host has failed to update their security software, thus permitting data to be stolen by a third party. 21 . "A data breach is a security violation in which sensitive, protected or confidential data is copied, transmitted, viewed, stolen or used by an individual unauthorized to do so." ADMIN. FOR • A manufacturing executive loses a company laptop containing company trade secrets.
When data is improperly exposed, it is at risk of being taken by an unauthorized third party and also being used to the detriment of the data originator.
B. Defining Data Breach
While one may find it troubling to discover that his or her personal data was exposed in a data breach, the exposure may become more serious if the data is then subsequently used in an identity theft crime. Identity theft primarily occurs when cybercriminals obtain information from a data breach and then use it to apply for loans and credit, commit fraud, withdraw money, make unauthorized purchases, or otherwise leverage the information to financially benefit the criminal. 25 Akin to being the victim of a data breach, identity theft can cause significant psychological harm to a victim, as well as financial loss. 26 Although not all data breaches result in identity theft, the fact that compromised information is available to unauthorized third parties can cause significant anxiety and indefinite concern. 27 Despite enhanced efforts to combat identity theft, the "2017 Identity 26. From the author's experience as a bankruptcy practitioner, it is not uncommon for an individual to file bankruptcy due in part because of debts on their account incurred by someone who has stolen their identity.
27. Ferrick, supra note 23, at 480 (explaining that there may not be a legal claim for individuals whose data has been compromised, but whose identities have yet to be stolen, increasing anxiety for these individuals, with no legal remedy).
28. Reuben Jackson, Finding Ways to Protect Your Online ID Through Blockchain Innovation, NASDAQ (Mar. 9, 2018, 9:47:28 AM), https://www.nasdaq.com/article/findingways-to-protect-your-online-id-through-blockchain-innovation-cm932475; see Pascual et al., supra note 25; see also Identity Fraud Hits Record High with 15.4 Million U.S. Victims in 2016, Up 16 Percent According to New Javelin Strategy & Research Study, JAVELIN (Feb. 1, 2017), https://www.javelinstrategy.com/press-release/identity-fraud-hits-record-high-154-
C. Defining Data Breach "Damages"
Another obstacle consumers face in seeking redress is the lack of quantifiable and speculative damages. 29 It is important to note that even if the data is not ultimately used in a manner that results in direct economic harm to the data originator, even the mere knowledge of the breach can cause psychological harm for the victim for years to come due to the anxiety and concern about the use of the data in the future. 30 Following a data breach, the electronic nature of the data means it is available to criminals in perpetuity, and therefore, it is possible that the concern of ongoing psychological harm to the victim may also exist in perpetuity. Courts may require that victims suffer a harm before being able to seek redress, but those same statutes do not define harm. 31 Harm can occur in many forms ranging from easily quantifiable harm, such as specific amounts of money traceable directly to an identity theft, to harms that are difficult to quantify, such as the anxiety and fear of a potential future theft, even if there have been no funds yet stolen. 32 As stated by Daniel J.
Solove and Danielle Keats Citron in their article Risk and Anxiety: A Theory on Data Breach Harms:
The law offers a set of tools that can be used to address harm, from compensatory damages to equitable relief (such as injunctions) to remedies (such as unjust enrichment).
Our legal system needs to confront data-breach harms because real costs are borne by individuals and society and because ignoring them results in inefficient deterrence. Courts routinely avoid hard questions and ignore the anxiety people experience and the increased risk that data breaches cause. Yet in other areas of the law, courts have recognized such harms and placed manageable limits on their reach. As we have shown, those legal developments should inform how courts address data-breach harms. A path has been laid to help us work through the complexities of data-breach harms. Data-breach harm might often be intangible, but it still is very real. Data harm is frequently risk-oriented, but risk management is a standard part of the way that the modern commercial world operates. 33 In Tyler v. Michaels Stores, Inc., the Massachusetts Supreme Judicial Court held that under chapter 93, section 105 of the Massachusetts General Laws, 34 a plaintiff can pursue a cause of action even if no actual identity fraud occurred. 35 In Tyler, the consumer made purchases at Michaels, a crafts supply store, using a credit card. 36 During the credit card transaction, an employee asked Tyler for her zip code. Tyler, assuming the transmittal of her zip code was required to complete the transaction, gave the employee her zip code. 37 The data sought was not required by the credit card holder, but rather was requested as part of an internal policy of Michaels in which it recorded information about customers who engaged in credit transactions, including their names, zip codes, and credit card numbers. 38 Accordingly, Michaels was able to access Tyler's address and phone number after she gave the cashier her name and zip code. 39 Michaels's then also sent unsolicited marketing materials. 40 The trial court ultimately found Tyler's complaint against Michaels failed as there was no cognizable injury for collecting zip code information under chapter 93A of the Massachusetts General Laws. 41 The court went on to hold: Returning to [section] 105(a), there appear to be at least two types of injury or harm that might in theory be caused by a merchant's violation of the statute: the actual receipt by a consumer of unwanted marketing materials as a result of the merchant's unlawful collection of the consumer's personal identification information; and the merchant's sale of a customer's personal identification information or the data obtained from that information to a third party. When a merchant acquires personal identification information in violation of [section] 105(a) and uses the information for its own business purposes, whether by sending the customer unwanted marketing materials or by selling the information for a profit, the merchant has caused the consumer an injury that is distinct from the statutory violation itself and cognizable under [chapter 93A, section 9]. 42
In Katz v. Pershing, LLC, the Massachusetts Court again contended with the difficulty of determining whether adequate damages exist. In Katz, a Massachusetts brokerage firm used software that permitted its clients' personal information to be disclosed to unauthorized third parties in violation of Massachusetts law. 43 The court ultimately granted the defendant's motion to dismiss for lack of subject matter jurisdiction, ruling that the plaintiff did "not allege that any of her [personal information] ha[d] been lost, stolen, disclosed, or accessed by an unauthorized person." 44 The court agreed with the defendant that "any potential injury that [the plaintiff] might suffer at some point in the future because of a misappropriation of her [personal information] is far too speculative to satisfy standing requirements; therefore, [the plaintiff] has failed to satisfy the injury-in-fact requirement." 45 Even if victims are able to demonstrate injury-in-fact, they also face challenges based on standing, as state statutes only empower the State Attorney General to file suit. 46 For example, the plaintiffs in Katz v. Pershing, LLC brought their suit personally (i.e., it was not a government entity that brought the suit), and they did not seek redress under any data protection statute but merely brought their claim as a breach of contract. 47 In addition, as the Katz plaintiffs did not allege any actual harm suffered from the misuse of their data, the court might have been more willing to allow their common law claim to proceed had a quantifiable harm 42 In most cases of data breach, criminals will seek to monetize data using illegal means. 50 When personal information is stolen through data breaches, the victims begin to be proactively protective of their information. Victims employ credit-checking safeguards, complex dark web scans, and a host of other defensive mechanisms to try to protect their identities-however the cyber-sleuths that plunder major corporations are patient.
Stolen data can be held by thieves for years and then uploaded onto dark web message boards that function as an online sales site. To understand how this process works, an understanding of the functionality of the internet is necessary. The internet is effectively broken up into three layers. The first layer is the "surface web," which is the web interface most users are familiar with when using a popular web search browser, such as Google or Yahoo. 51 However, there is a more secretive part of the internet that most users unwittingly encounter. This second layer is called the "deep web." 52 This portion of the internet can be categorized as anything that search engines do not catalog. 53 When users log in to check their bank balance, they have entered the deep web. When users log into a secure database, such as Westlaw or LexisNexis, they have also entered the deep web. These websites have been coded to prevent access from the web crawlers that search engines use to index the internet. 54 48. See, e.g., Urman v. S. Bos. Sav. Bank, 674 N.E.2d 1078, 1083 (Mass. 1997) (holding that the threat of future harm is not recoverable as tort damages).
49. The Authors have decided to limit the scope of their explanation of how data is stolen and monetized on the "dark web" to avoid creating a "how-to" guide for would-be nefarious readers. Below the deep web is the so-called "dark web"-the third and final layer of the internet. This is the portion of the internet used by hackers, drug dealers, and internet scammers. 55 The dark web has forums that allow members to discuss strategies and provide effective tutorials for others starting in the world of hacking. It also has marketplaces dedicated to buying and selling software, counterfeit currency, drugs, and-of course-identities, 56 which can range from hacked accounts to forged passports. While these offerings may not be entirely verifiable within legal means, they are relatively easy to find. To access these "dark" corners of the internet, one needs only the right internet browser.
The Onion Routing Project, commonly known as Tor, is the most commonly used browser to access the dark web. 57 It works much like any other internet browser, but instead of relaying one's request directly to the website server, it sends a user's connection through a vast network of volunteer servers to disguise where the request came from and where it is going. This allows some degree of anonymity while browsing the web. 58 Tor also encrypts all transmissions, so even if one's browsing was discovered, it would need to be decrypted to be understood. 59 Tor is often used for political dissidents in totalitarian regimes. 60 Specifically, in Tor, there are many tools and websites with a dedicated purpose of allowing whistle-blowers to disseminate classified information directly to reporters. 61 The encryption system also allows users to browse more privately than traditional internet browsers. 62 The Navy uses Tor for intelligence gathering, and law enforcement agencies use it for surveillance and sting operations. 63 In fact, the Tor project was originally created by the U.S. Naval Research Laboratory to protect U.S. intelligence communications on the internet. 64 The Tor project is still largely funded by the United States Federal Government and has extremely important and legitimate uses. 65 However, it is still the last place one would want his or her personal information to end up. With hacking tutorials and networks of illegal marketplaces, data breaches can lead to the theft and sale of thousands of users' information before the user even notices. Credit companies, therefore, have started programs to "scan" the dark web for individuals information. 66 You may have seen commercials advertising a security company's ability to monitor the dark web for individuals' social security numbers. While these safeguards exist, websites on the dark web come into and out of existence faster than can be tracked, and many of these websites sell services like stolen data and identities. 67 To understand the specific steps hackers take to monetize stolen data, an excerpt from the article, Once Stolen, What Do Hackers Do With Your Data?, concisely discusses the process as follows:
Once an attack has happened and the criminal has your data, he or she likely runs through the following steps, which we like to call, "A Hacker's Post Breach Checklist:" 1. Inventory the stolen data-Hackers will look through the stolen data files for authentication credentials, personal information like names, addresses and phone numbers, and financial information like credit card details.
2. Sell personal information-Next, the hacker will package up personal information like names, addresses, phone numbers, and email addresses and sell them, typically in bulk. These are more valuable the more recent they are. According to Quartz, a full set of someone's personal information including identification number, address, birthdate, and possibly credit card info costs between $1 and $450 with a media[n] cost of $21.35.
3. Look for the good stuff-Hackers will then inventory authentication credentials further and look for potentially lucrative accounts. Government and military addresses are very valuable, as well as company email addresses and passwords for large corporations. Since people often re-use their passwords, hackers can often use credentials for military or corporate accounts to target other companies. For example, Dropbox was breached in 2012 using credentials stolen in the LinkedIn data breach earlier that year. A hacker may plan such a hack himself, or he/she may sell the credentials to others on the dark web for a much higher price.
4. Offload the cards-Financial information like credit card numbers are packaged and sold in bundles. An individual with the right knowledge could easily buy credit card information in groups of ten or a hundred. Usually, a "broker" buys the card information, then sells them to a "carder" who goes through a shell game of purchases to avoid being detected. First the "carders" use stolen credit card [sic] to buy gift cards to stores or to Amazon.com, then use those cards to buy physical items. The carder may then sell the electronics through legitimate channels like eBay, or through an underground dark website.
5. Sell in bulk-After several months, the hacker will bundle up authentication credentials and sell them in bulk at a discounted price. By now, most of the credentials are worthless since the company has most likely discovered the breach and taken steps to repair it. For example, a database containing the entire LinkedIn credentials dump is still available. 68
E. The Significance of Data Theft
Data theft touches many industries, and the cost of the losses continues to rise. The 2018 Cost of Data Breach Study found that the average cost for each lost record is on the rise. 69 The highest costs resulting from lost or stolen records were health care related data. 70 In 2017, sixteen large breaches occurred, which is much higher than the nine large breaches that occurred just four years previously in 2013. 71 The study also confirmed what many believe to be obvious-the larger the breach, the higher the cost. 72 After significant study, the Ponemon Institute made several findings regarding data breaches. Specifically the Institute found that most breaches were caused by "malicious and criminal attacks" as opposed to human error, and it took, on average, 266 days from 68 Although a comprehensive national data protection law that provides individual consumers with rights and remedies against negligent data holders would be ideal, consumers are currently forced to navigate their way through a patchwork of various state and federal laws that ultimately provide limited protection. A survey of existing data protection laws follows.
A. Federal Data Protection Laws
Surprisingly, unlike recent significant data protection legislation in Europe, 75 a comprehensive federal privacy law in the United States is lacking. Although Congress has contemplated nationalized legislation that would create a uniform system of data regulation, legislation has failed to pass thus far. 76 As such, state and local lawmakers have been forced to try and tackle this exceptionally complex issue. However, as the participants in the crime are often located in different states (and sometimes countries), the effectiveness of local laws is minimized. In response, industry groups have also attempted to address the issue by agreeing on guidelines and best practices and urging the U.S. Congress to adopt a federal standard. 77 Although these mechanisms do not have the force of law, they are at least an attempt to voluntary achieve compliance with heightened data protection within various industries.
The federal privacy-related laws that do regulate the collection and use of personal data are fragmented, and each law primarily pertains to a particular sector of industry, including: (i) laws that regulate consumer 73 data maintained by insurance and financial institutions; 78 (ii) laws that regulate consumer data maintained by medical and other healthcare providers; 79 and (iii) laws that regulate consumer data maintained by telecommunication companies, including those that telemarket and engage in commercial e-mail. 80 Furthermore, consumer protection laws designed to prohibit unfair and deceptive commercial practices are being used to hold companies accountable. 81 The Federal Trade Commission Act (FTCA) 82 is a broad federal consumer protection law that holds businesses accountable for "unfair or deceptive acts or practices." 83 The FTCA, initially enacted in 1914, 84 has more recently been applied to policies surrounding privacy and data security. 85 Companies that fail to adequately safeguard personal information and data have been subject to Federal Trade Commission (FTC) investigation and prosecution. 86 For example, in FTC v. Wyndham Worldwide Corp., due to unfair and deceptive practices, the FTC sued a hotel chain for failing to adequately safeguard their customers' personal information. 87 In first addressing a jurisdictional issue, the court held the FTC, under the FTCA's prohibition against unfair and deceptive acts and practices, had authority to regulate companies failing to ensure that their consumers' personal information was reasonably and appropriately secured, even though Congress had enacted other statutes that concerned data security. 88 In addition, the FTC's authority over data security could coexist with existing data-security regulatory schemes. 89 Equally important to safeguarding against unfair and deceptive acts, the FTC also ensures compliance with the Children's Online Privacy Protection Act (COPPA), 90 information from children. It is also important to note that the FTCA does not allow for a private cause of action. 91 The Financial Services Modernization Act, 92 otherwise known as the Gramm-Leach-Bliley Act (GLBA), was primarily drafted to allow companies from different financial industries, such as banks, insurance companies, and securities firms to merge. 93 However, the GLBA also contains some important components regarding the collection, use, and disclosure of financial information. Specifically, non-public personal information is regulated and limited. 94 In addition, financial institutions are required to notify customers of their privacy practices and give customers an opportunity to opt out of having some of their information shared. 95 Although a significant and powerful regulation, the GLBA, unfortunately, provides no private cause of action recognized by courts. 96 The Health Insurance Portability and Accountability Act (HIPAA) regulates medical information and is applied broadly to a variety of entities that encounter medical information, which encompasses health care providers, data processors, and pharmacies. 97 In French, a bankruptcy debtor's social security number and date of birth were improperly included on a proof of claim filed by a creditor. As this information becomes publicly available once the proof of claim is filed, the debtor brought an action against the creditor for a variety of claims, including violation of the Gramm-Leach-Bliley Financial Modernization Act. Following the creditor's motion to dismiss, the court declared: "By its very terms, the Gramm-Leach-Bliley Act does not provide a private right of action. broadly and covers many aspects of consumer privacy. The Standards for Privacy of Individually Identifiable Health Information regulate the storage and use of protected health information. 98 The Security Rule provides standards for protecting medical data. 99 The Standards for Electronic Transactions applies to the electronic transmission of medical data. 100 Although HIPPA creates an expansive list of protections, again, no private cause of action exists for an individual to bring suit for violation of the statute. 101 Despite the lack of a private cause of action for claims filed under HIPPA, the majority of courts that have considered the privacy issue have concluded that there is a common law duty of confidentiality arising from the physician-patient relationship. 102 Courts have relied on the fact that there was a public policy justification arising out of the duty of confidentiality between a patient and physician. 103 . In Acara, the plaintiff sued their doctor for violating HIPPA after disclosing unauthorized information during a deposition. Id. at 570. When evaluating if a federal statute provides a private cause of action, the court must evaluate the intent of language of the statute. The court held that
[w]hile no other circuit court has specifically addressed this issue, we are not alone in our conclusion that Congress did not intend for private enforcement of HIPAA. Every district court that has considered this issue is in agreement that the statute does not support a private right of action. Furthermore, Acara provides no authority to support her assertion that a private right of action exists under HIPAA, and her policy arguments are unpersuasive. We hold there is no private cause of action under HIPAA and therefore no federal subject matter jurisdiction over Acara's asserted claims. [T]he [l]egislature has demonstrated its recognition of a policy favoring confidentiality of medical facts by enacting [statutes] . . . to limit the availability of hospital records. Furthermore, [the legislature has also] create[d] an evidentiary privilege as to confidential communications between a psychotherapist and a patient. The fact that no such statutory privilege obtains with respect to physicians generally and their patients does not dissuade us from declaring that in this that state common law causes of action compliment HIPAA. 104 A minority of courts, however, have refused to recognize a cause of action for the breach of a confidential or privileged relationship in the absence of statutory authority. 105 Both consumer reporting agencies and agencies providing consumerreporting information (including lenders and credit card companies) are accountable for user privacy under The Fair Credit Reporting Act and the Fair and Accurate Credit Transactions Act-which amended the Fair Credit Reporting Act. 106 Consumer reports are the communication of any information by a consumer reporting agency bearing on a consumer's credit worthiness, credit standing, credit capacity, character, general reputation, personal Commonwealth all physicians owe their patients a duty, for violation of which the law provides a remedy, not to disclose without the patient's consent medical information about the patient, except to meet a serious danger to the patient or to others. Other jurisdictions have recognized a cause of action for unauthorized disclosure of information obtained through the physician-patient relationship. The plaintiff, however, has not persuaded this court that such a cause of action should or would be recognized by the courts of this jurisdiction. Further, the plaintiff's invasion of privacy action is sufficient to redress any breach of the confidentiality of the physician-patient relationship. characteristics, or mode of living which is used or expected to be used or collected in whole or in part for the purpose of serving as a factor in establishing the consumer's eligibility for credit or insurance . . . . 107
B. Other Law and Guidelines
When the personal information of certain allied-nation foreign citizens was improperly shared with law enforcement, Congress enacted redress in 2016 under the Judicial Redress Act. 108 Further, there are many other federal information security and enforcement laws governing the use and control of personal information. 109 In addition to statutory laws, various industry groups (such as the payment cards, mobile marketing, and online advertising industries) have issued guidelines for their members based on best practices for their respective industries. 110 Some industry groups, such as the advertising industry, have worked to develop their own rules for online advertising. 111 Essentially, this industry agreement requires cooperating members to 107. 15 U.S.C. § 1681a(d)(1)(A) (2018); see Longman v. Wachovia Bank, N.A., 702 F.3d 148, 149-50 (2nd Cir. 2012). In Longman, the plaintiff filed an action against Wachovia for violating the Fair Credit Reporting Act by making false reports to credit reporting agencies, and then failing to correct them after being told of the discrepancy by the consumer. The court held:
Although we have not previously addressed whether the Fair Credit Reporting Act provides a private cause of action for violations of § 1681s-2(a), the statute plainly restricts enforcement of that provision to federal and state authorities. Indeed, the statute provides that subsection (a) "shall be enforced exclusively . . . by the Federal agencies and officials and the State officials identified in section 1681s of this title." Thus, the district court correctly concluded, as many other courts have held, that there is no private cause of action for violations of § 1681s-2(a). comply with group guidelines that resemble those of the FTC. 112 Those industry members who comply with the voluntary guidelines are able to use a symbol on their advertisements to let others know they are compliant. 113
European Data Regulation
The General Data Protection Regulation (GDPR) was finally implemented in May 2018. 114 It was one of the first major sweeping attempts at regulating European Union companies' use of data that previously had been able to use consumers' data with little restriction. 115 The GDPR is both broad in scope and deep in substance. It provides significant protection for European consumers. 116 Under the GDPR, if companies operating under its jurisdiction do not report security breaches to the government and consumers within seventy-two hours of becoming aware of the breach, or hold data for longer than is necessary, the company can face significant financial penalties. 117 Specifically, the GDPR imposes the following restrictions and remedies on European companies:
• Imposition of Significant Penalties. Organizations in breach of GDPR can be fined up to twenty million euros or four percent of annual global turnover (whichever is greater). 118 • Consumer Consent. When requesting data from a consumer, the request must include a request for consent in a simple and easily accessible form that explains the purpose for the data requested.
The GDPR specifically states that the consent must use clear and 119) . In describing the underlying principle of the law, the regulation defines data protection as follows:
The processing of personal data should be designed to serve mankind. The right to the protection of personal data is not an absolute right; it must be considered in relation to its function in society and be balanced against other fundamental rights, in accordance with the principle of proportionality. This Regulation respects all fundamental rights and observes the freedoms and principles recognised in the Charter as enshrined in the Treaties, in particular the respect for private and family life, home and communications, the protection of personal data, freedom of thought, conscience and religion, freedom of expression and information, freedom to conduct a business, the right to an effective remedy and to a fair trial, and cultural, religious and linguistic diversity. plain language and be distinguishable from other consent requests being simultaneously made. Under GDPR, the consumer maintains the right to withdraw consent at any time. 119 • Consumer Notification of Data Breach. Under the GDPR, breach notifications are mandatory and must be done within 72 hours of the company first having become aware of the breach, and data processors are also required to notify their customers, the controllers, "without undue delay" after first becoming aware of a data breach. 120 • Consumer's Right to be "Forgotten". In addition to the right to know what their data is being used for, and an ongoing right to access the data, the GDPR also entitles an individual to have their personal data forgotten (i.e., erased), and to prevent further dissemination. 121 • Privacy by Design. In a very forward-thinking move, the GDPR requires inclusion of data protection safeguards from the onset of designing systems that collect data. More specifically, "the controller shall . . . implement appropriate technical and organisational measures . . . in an effective manner . . . in order to meet the requirements of this Regulation and protect the rights of data subjects." 122
What is more important, the GDPR establishes a private right of action. 123 Article 80(1) provides that "[t]he data subject shall have the right to mandate a not-for-profit body, organization or association . . . to lodge the complaint on his or her behalf." 124 2. State Privacy Laws States have taken the lead on laws that regulate personal data use and collection, with the number growing annually. 125 Some federal privacy laws pre-empt state privacy laws on the same topic. For example, the federal law regulating commercial e-mail and the sharing of e-mail addresses pre-empts most state laws regulating the same activities. Conversely, there are many federal privacy laws that do not pre-empt state laws, which means that a company can find 119 itself in the position of trying to comply with federal and state privacy laws that regulate the same types of data (for example, medical or health records) or [the same] types of activit [ies] . 126 As the federal government has failed to act in a comprehensive manner that empowers consumers, states have taken it upon themselves to close the gap with their own legislation. Although state consumer protection legislation is often broadly written, it is also important to recognize the limited jurisdiction to which it applies, in that it only impacts business within that state. California and Massachusetts are examined below as examples of states that have legislated to close the federal consumer protection loopholes.
a. State law remedies-California data breach notification laws
In response to the significant role technology plays in California's economy, California has lead the nation in recognizing and protecting consumer privacy by enacting the first data-breach notification law. 127 As the first state to enact a security breach notification law, California law requires disclosure of any breach by any business "that owns or licenses computerized data that includes personal information." 128 The disclosure must be made to all California residents "whose unencrypted personal information was . . . acquired by an unauthorized person." 129 Following California's lead, many other states adopted laws that were similar to California and required disclosure of a breach to in-state residents. 130 129. The California statute includes an exception for law enforcement. Specifically, it states, "[t]he notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation. The notification required by this section shall be made promptly after the law enforcement agency determines that it will not compromise the investigation." § 1798.82(c). this approach is that it is reactive as opposed to proactive, only requiring action after a breach has occurred. 131 Beyond simple notification, California also sought to significantly restrict access to private data through the California Electronic Communications Privacy Act, 132 which limits the ability of government authorities to seek electronic communication information for law enforcement purposes. 133 More recently, in July of 2018, California passed the broadest of privacy laws in the United States and picked up on several of the protections put forth by the European Union's GDPR. 134 The California Consumer Privacy Act of 2018 (effective January 2020), will provide consumers with new rights, including the right to require the deletion of their data and request disclosures about how information is collected and shared. Consumers can also direct a data holder specifically not to sell their data without additional consent, and upon enactment, individuals will have a private right of action to pursue violators after the January 2020 effective date. 135 
b. Massachusetts data protection laws
Similar to California, Massachusetts has always been on the forefront of consumer protection rights. Looking to both define and prevent data security breaches, Massachusetts enacted a regulation which provides an extensive "list of technical, physical and administrative security protocols aimed at protecting personal information." 136 In addition, these Massachusetts companies must take a proactive stance and implement the requirements of Title 201 of the Code of Massachusetts Regulations, also known as the Massachusetts Data Security Regulations, into their existing data security programs. 137 The Massachusetts Data Security Regulations instruct data holders how to both limit and prevent data breach and also instruct the data holder as to what they must do when a breach happens. 138 This regulation implements the provisions of Chapter 93H of the Massachusetts General Laws, which applies to those who possess (either through ownership or lease) personal data of Massachusetts residents. 140 The statute also states the minimum requirements necessary to safeguard the data. 141 The objectives of this regulation are to "ensure the security and confidentiality of customer information in a manner fully consistent with industry standards." 142 Accordingly, this regulation seeks to "protect against anticipated threats or hazards to the security or integrity of such information [,] and to protect against unauthorized access to or use of such information that may result in substantial harm or inconvenience to any consumer." 143 In this context, the term breach is defined by the Massachusetts Data Security Regulations as follows:
[T]he unauthorized acquisition or unauthorized use of unencrypted data or, encrypted electronic data and the confidential process or key that is capable of compromising the security, confidentiality, or integrity of personal information, maintained by a person or agency that creates a substantial risk of identity theft or fraud against a resident 137 of the commonwealth. A good faith but unauthorized acquisition of personal information by a person or agency, or employee or agent thereof, for the lawful purposes of such person or agency, is not a breach of security unless the personal information is used in an unauthorized manner or subject to further unauthorized disclosure. 144
Commonwealth v. Equifax, Inc. involved an action brought after Equifax, Inc suffered a significant data breach that exposed "millions of people's data to unauthorized third parties." 145 Equifax is a credit reporting agency that collects and stores consumer data for purposes of selling credit reports and credit scores. 146 In 2017, third party hackers took advantage of a flaw in Equifax's computer code, thus allowing the thieves to steal millions of people's personal data, including credit card numbers, dates or birth, and driver's license numbers. 147 The Massachusetts Attorney General brought suit against Equifax for their failure to safeguard the personal information of Massachusetts residents when their databases were breached, and subsequently failing to notify these consumers when said breach occurred. 148 The attorney general was able to convince the court to not dismiss the complaint. 149 Had the attorney general decided not to pursue this matter against Equifax, it is uncertain if a private individual would have had standing to do so.
Despite the proactive data security protocols, if a breach does occur, Massachusetts, like California, requires consumer notification pursuant to Massachusetts General Law chapter 93H. Specifically, 93H states:
A person or agency that maintains or stores, but does not own or license data that includes personal information about a resident of the commonwealth, shall provide notice, as soon as practicable and without unreasonable delay, when such person or agency (1) knows or has reason to know of a breach of security or (2) when the person or agency knows or has reason to know that the personal information of such resident was acquired or used by an unauthorized person or used for an unauthorized purpose, to the owner or licensor in accordance with this chapter. 150 The difficulty of trying to use state law to remedy theft of an individual's data is the enforcement of the law. Much like their federal statutory counterparts, many of the protections created in the state statutes and regulations are only enforceable through government actors, not individual victims. 151 This leaves the decision to pursue redress solely to the state. Thus, decisions to bring an action (or to not bring an action) can easily be influenced by the availability of state resources, arbitrary decisions regarding the seriousness of the breach, and even politics depending on who the wrongdoer may be. 152 For example, under chapter 93H (discussed above), only the Massachusetts Attorney General is expressly granted authority to bring suit for enforcement. 153 In Aminpour v. Arbella Mutual Insurance Co., the plaintiff (an individual homeowner) brought suit against her homeowner's insurance carrier for various claims, including violation of chapter 93H. 154 Without evaluating the merits of the security breach claim, the lower court dismissed the chapter 93H claim based on lack of standing as the attorney general had not taken any action. 155 155. See id. at *3. The court noted the lower court's holding that "on the parties' cross motions for partial summary judgment" the lower court "dismiss[ed] the plaintiff's claim language of this statute, and subsequent court decisions, individual plaintiffs are precluded from bringing an action under chapter 93H against a negligent data storage provider in Massachusetts, even if the defendant company did, in fact, fail to comply with the statute's safety requirements. 156 Ironically, this statute was enacted to protect Massachusetts consumers from data breaches; however, the consumers themselves cannot seek redress if, in fact, they suffer harm from noncompliance. 157 
c. Other actions by the Massachusetts Attorney General
The apparent lack of an individual cause of action leaves enforcement solely in the hands of the attorney general. In another matter, the Massachusetts Attorney General brought suit against Multi-State Billing Services (MSB), a Medicaid billing company, after a laptop that had more than 2,600 Massachusetts children's unencrypted personal data and information was stolen. 158 The evidence showed that MSB failed "to take reasonable steps to safeguard the personal information from unauthorized access or use." 159
[T]he complaint allege[d] that the company failed to develop, implement, and maintain a written and comprehensive information security program, train members of its workforce on how to reasonably safeguard personal information, or maintain a computer security system that ensured that personal information stored on laptop computers or other portable devices was encrypted. 160 MSB consented to paying $100,000 and agreed to implement improved security practices after it was "found [to have] violated state consumer protection and data security laws." 161 III. RECOMMENDATIONS FOR IMPROVING DATA SECURITY BY STRENGTHENING CONSUMERS' ABILITY TO SUE
A. Leveraging and Expanding Existing State Consumer Protection Laws
Massachusetts provides some of the most comprehensive consumer protection laws in the country. Specifically, chapter 93A, section 9 of the Massachusetts General Laws states that: Any person . . . who has been injured by another person's use or employment of any method, act or practice declared to be unlawful by section two . . . may bring an action in the superior court, or in the housing court as provided in section three of chapter one hundred and eighty-five C whether by way of original complaint, counterclaim, cross-claim or third party action, for damages and such equitable relief, including an injunction, as the court deems to be necessary and proper. 162 The broad language of chapter 93A, section 9 does not appear to limit the ability of a data breach victim to file a claim against the data holder. Section 2 goes on to allow claims for consumers who have suffered "methods of competition and unfair or deceptive acts or practices in the conduct of any trade or commerce." 163 And although the FTC does not allow individuals to file claims, 164 the Massachusetts legislature specifically stated that in interpreting section 2, "the courts will be guided by the interpretations given by the Federal Trade Commission and the Federal Courts to section 5(a)(1) of the Federal Trade Commission Act, as from time to time amended." 165 The benefit of this language in section 2 allows individuals to bring claims for unfair and deceptive acts while utilizing the broad FTC interpretations to adjudicate the validity of the causes of action brought under chapter 93A. To determine if, in fact, a private cause of action may exist for victims of data breach first requires an evaluation as to whether being the victim of a data breach constitutes 161 an unfair and deceptive act. 166 Due to the fact that using personal data for commercial purposes provides a tremendous value to the online merchant, the merchant should be held to have an obligation to safely and effectively use, store, transmit, and destroy all data collected.
The public would best be served if the merchant's standard of care was based not on simple negligence, but rather on a heightened reasonableness standard that compares the data holder's data protection practices to best practices in the data storage industry. If an individual is able to make out a prima facie case that a Massachusetts entity did not adequately store personal data due to a failure to adhere to industry standards, it should be deemed an unfair and deceptive practice for purposes of chapter 93A. Although it may be argued that any Massachusetts claims regarding data storage and breach must be evaluated using chapter 93H (and thus, can only be brought by the attorney general), nothing in chapter 93H indicates it preempts chapter 93A. 167 An individual bringing the data breach action purely as a chapter 93A claim satisfies both the section 2 definition 168 to justify a cause of action and eliminates the attorney general limitation if the claim were brought subject to chapter 93H. The purpose and legislative history of chapter 93A demonstrate its intended broad scope, and nothing in the text indicates that the statute would limit data breach causes of action. 169 Chapter 93H, on the other hand, relates to the creation of regulations for data protection to protect consumers collectively, and enforcement when these regulations are not followed. In contrast, chapter 93A is broader in context, and allows for claims of unfair and deceptive acts, even if an unfair and deceptive act of data theft does not relate to violations of any regulations.
In addition, it might be possible to argue that individual data breach claims might be cognizable under chapter 93H, despite the limiting language that grants the attorney general the power to bring claims. Note that the language granting the attorney general the power to pursue claims is not exclusive. As discussed previously, Chapter 93H exclusively limits the ability to pursue recourse under Chapter 93A with the attorney general. 170 However, nothing in the statute states that the right to bring an action is exclusive to the attorney general. If the legislature had intended that the attorney general be the only entity able to pursue enforcement under the statute, the language could have been drafted in a manner that said: the attorney general is the exclusive entity that may bring an action. The current language certainly permits the attorney general to bring an action but does not expressly limit the ability of private individuals to do so. 171 
B. Common Law Remedies-Fraud, Negligent Infliction of Emotional Distress, and Breach of Contract
At common law, fraud generally refers to "an act, omission, or concealment in breach of a legal duty, trust, or confidence justly imposed, when the breach causes injury to another or the taking of an undue and unconscientious advantage." 172 Some courts may find this cause of action can be used by individuals to combat data theft. 173 Specifically, entrusting personal data to a third party for purposes of completing a financial transaction creates both a legal and equitable duty by the data holder to keep the data reasonably secure and out of the hands of unintended third parties. 174 In particular, fraud often arises when the data holder engages the data holder acted negligently, the victim must have suffered a physical manifestation that can be diagnosed and introduced in court.
C. Expanding FTC to Include a Private Cause of Action
The FTCA requires heightened data protection and provides enhanced protection for consumers but lacks any private enforcement. 179 A congressional adjustment to the FTCA creating a private cause of action for data breach violations will encourage data holders to better comply with the regulations in order to avoid widespread exposure. The FTCA does a tremendous job of regulating data holders; however, enforcement is sparse based on the limited resources of the FTC, and thus only the largest and most high-profile breachers are pursued. By removing the FTCA language that limits enforcement, it is hypothesized that individuals injured by a data breach would be able to seek enforcement, further incentivizing businesses to be exceptionally careful and compliant.
D. Creating a New Federal Data Security Law Akin to GDPR
In the alternative to amending the FTCA to allow for a private cause of action, Congress could also look to enact a comprehensive overhaul of the data privacy law by enacting the EU General Data Protection Regulation. 180 GDPR provides wide protections for data usage and storage and also permits private causes of action. 181 Many international companies have already invested the time, money and effort to change their practices to comply with this law, hence extending this protection to their U.S. operations will cause much less effort.
CONCLUSION
Due to the limited risk of prosecution, the profitability of data theft will continue to propel its prevalence. Accordingly, those entrusted with our data need to be vigilant in protecting and combating the increasing levels of complexity used by data thieves. To ensure our data is adequately protected, individuals need to have the right to bring suit to hold the data keeper liable. In turn, the potential liability will force the data holder to maintain a high level of data security, better protecting all consumers and encouraging the continued growth of online commerce. By expanding rights under the FTCA to include a private cause of action, leveraging existing state and common law expansively, and creating 
